GOVERNANCE & AUDIT COMMITTEE
18 SEPTEMBER 2019
7.32 - 8.48 PM
Present:
Councillors Allen (Chairman), Gbadebo, Heydon, Leake, Neil, Tullett, Green (Substitute) and
Mrs McKenzie-Boyle (Substitute)
Apologies for absence were received from:
Councillors Wade and Mrs Hayes MBE
16.

Apologies
The Committee noted the attendance of the following Substitute Members:
Councillor Mrs McKenzie-Boyle was substituting for Councillor Wade.
Councillor Mrs Green was substituting for Councillor for Councillor Mrs Hayes.

17.

Declarations of Interest
There were no declarations of interest.

18.

Minutes of previous meeting
RESOLVED that, subject to the amendments above, the minutes of the meeting of
the committee held on the 24 July 2019 be approved as a correct record and signed
by the Chairman.
Justine Thorp from Ernst and Young provided an update on the assurance letter from
Berkshire Pension Scheme auditors. Deloitte were the overall auditor for the scheme
and had communicated that they were unlikely to be able to provide their assurance
letter until the end of September, but no specific date had been confirmed. All the
other Berkshire Authorities would be in a similar position and the draft accounts had
been uploaded to the Bracknell Forest website with an covering note.

19.

Urgent Items of Business
There were no urgent items of business.

20.

Strategic Risk Update
The Governance and Audit Committee had requested at its meeting on the 26 June
2019 that an update be provided on both the business continuity and cyber security
items included in the Council’s Strategic Risk Register
Kevin Gibbs, Executive Director: Delivery provided an update on the Cyber Attack
risk.
The key points covered included:

















The business continuity risk underpinned the cyber attack risk.
All public Local Authorities were subject to cyber attack, this had been well
publicised with the Lincolnshire attack and the NHS disable a few years ago.
There was a high likelihood of attack, as the authority relied heavily on IT
systems to undertake day to day work. It was important to do everything
possible to keep up to date with system developments.
Keeping staff up to date an aware of issues was very important. For example
fishing emails used to be easy to identify, now they were more crisp and often
could fool electronical systems.
To help combat and lower the likelihood of the risk actions that had been
undertaken so far included ensuring that proper security arrangements were
in place an ensuring that staff were trained to a high standard.
All staff had undertaken mandatory GDPR training.
The Council was a Member of various government early warning groups.
Microsoft SCP ATP II License had been acquired for advanced security on
Office 365- Outlook, Office, SharePoint and Teams as well as security and
compliance on all Council data.
As Microsoft was a global player, it added a level of assurance.
The move to cloud was expected to happen by the end of 2020. The email
system had already moved to Office365.
The national infrastructure around cyber security sees the UK as a soft target
for attack. The risk appetite didn’t corollate with the national picture but related
to the local picture and what was happening around us.
The risk appetite was what the Council wanted and what could be foreseen.
There was no benchmarking data available to compare the risk scoring to.
The appetite score was low as this is where the Council wanted to aim
towards.
It was important steps were taken to make sure that the Council wouldn’t be
impacted.
The unmitigated risk had increased due to the sophisticated environment we
were living in.

Kevin Gibbs, Executive Director: Delivery provided an update on the Business
Continuity Management risk.
The key points covered included:








The risk appetite had decreased. The spike in the graph had been
investigated and a review of arrangements was undertaken and as a result
work was undertaken to elevate gaps.
Service Business Continuity Liaison Officers and Emergency Planning Liaison
Officers had been identified to work with the Emergency Planning Unit.
Brexit monitoring arrangements have been put in place and action plans were
being developed
The risk was higher than in 2016/17, it was thought that the organisational
restructure had caused this increase. The recent increase was due to the
Executive Director instigating a review which highlighted that continuity plans
were not robust.
Emergency Planning services were shared through the Joint Emergency
Planning Unit (JEPU), the Councils were looking at continuity across the three
bodies and comparing arrangements.
The risk had jumped in Q1 2019/20 and had been reported to CMT in June.

Some members raised concerns surrounding the term appetite, as it was felt this was
confusing and as the appetite should always be as low as possible.
Officers agreed that the word appetite was a strange word to use, but another word to
use in this instance was tolerance and for members to look at appetite as how much
tolerance would be acceptable per risk. Officers also commented that it was
unrealistic for there to be no appetite.
Sally Hendrick, Head of Audit & Risk Management explained that a risk management
review had been undertaken in 2014 by an external consultant which had needed to
identify appetite within risk management which is why appetite was included within
risk registers. It was important to have a target of where you want the risk to get down
to.
It was requested that the word appetite be changed to target in future reports, Sally
Hendrick would take this away and clarify what Institute of Risk Management states.
Member’s commented that it was important for the public to also be able to
understand the wording within the reports.
21.

Exclusion of Public and Press
RESOLVED that pursuant to Regulation 21 of the Local Authorities (Executive
Arrangements) (Access to Information) Regulations 2000 and having regard to the
public interest, members of the public and press be excluded from the meeting for the
consideration of item 6 on the agenda (Item 22 in the minutes) which involves the
likely disclosure of exempt information under the following category of Schedule 12A
of the Local Government Act 1972:
(3) Information relating to the financial or business affairs of any particular

22.

Internal Audit Interim Report
Sally Hendrick, Head of Audit & Risk Management provided a summary of Internal
Audit activity during the period April to August 2019.
During this period During the period April to August 2019, two grants were certified,
one memo without an opinion had been finalised, seven reports were finalised, five
reports were
issued in draft awaiting management responses, one draft report was being
discussed and in sixteen cases audit work was in progress.
New definition’s for opinions and priorities were being issued with recommendations
to ensure that they were more meaningful and to provide a clearer insight into the
degree of severity of opinions and recommendations. These would be included in the
Internal Audit Charter which would be brought back to the committee for approval.
Delivery against the planned programme was behind original schedule due to the
number of audits which have been requested to be deferred to later in the year.
These deferrals would give officers chance to look at areas of weakness and address
before audits took place.
The main audit contractors have already raised concern about pressure to deliver the
Plan as it is now end-loaded. In some areas there will be pressure on officers with
multiple audits ongoing for the same service areas within the same quarter.

Major issues had been identified in the GDPR audit, where ten major
recommendations had been found. Lots of work was being undertaken and would be
re audited in January 2020.
In the home 2 school transport audit, a major recommendation was raised again due
to weaknesses where DBS checks have not yet been received.
In the AGRESSO audit two major recommendations were raised relating to the
absence of a Data Protection Impact Assessment (DPIA) and overdue review of the
support agreement. The opinion also reflects ongoing issues around the system that
needed to be sorted. A consultant had been appointed to investigate the issues.
One major recommendation was raised in the disabled facilities grant audit due to
procurement weaknesses with procuring stairlifts and not testing for best value.
Within a school audit, two major recommendations were raised in relation DBS
checks for governors and frequency of budget monitoring by governors.
As a result of the members questions, the following points were made:










The Head of Audit & Risk Management was unsure whether the GDPR audit
was made against EU or UK derogations, but would check and report back to
the Committee.
The market for procuring stairlifts under disabled facilities grants had not been
tested for some time and this was now to be addressed. For other works the
required number of quotes was not being sought at the time earlier in the year
due to backlog in grant applications.
The home 2 school transport issues had been a long-standing issue,
Members hoped that this would finally be resolved.
It was thought that the home 2 school transport team didn’t have the control
over DBS checks for drivers within their team as this was undertaken by
licensing for all taxi drivers.
Members requested that the Head of Transport attend the next Governance
and Audit Committee in January to discuss the issues.
Safeguarding concerns were raised if taxi driver are not getting checked.
Concerns were raised that officers were not taking audit reports seriously.
The Head of Audit & Risk Management reported that the Chief Executive took
audit very seriously and they met quarterly. One of the biggest issues was due
to the huge turn over in staff, with new officers often not been told that audit
reports had been undertaken on their areas.

RESOLVED that
i.

the Governance and Audit Committee note the Internal Audit report.

ii.

the Governance and Audit Committee note the new assurance and
recommendation priority definitions introduced which will be
incorporated into the Internal Audit Charter for Governance and Audit
Committee approval once their operational effectiveness is fully tested
and confirmed.

CHAIRMAN

