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Item
1.

Description

Page

Apologies for Absence
To receive apologies for absence and to note the attendance of any
substitute members.

2.

Declarations of Interest
Members are asked to declare any disclosable pecuniary or affected
interests in respect of any matter to be considered at this meeting.
Any Member with a Disclosable Pecuniary Interest in a matter should
withdraw from the meeting when the matter is under consideration and
should notify the Democratic Services Officer in attendance that they are
withdrawing as they have such an interest. If the Disclosable Pecuniary
Interest is not entered on the register of Members interests the Monitoring
Officer must be notified of the interest within 28 days.
Any Member with an affected Interest in a matter must disclose the interest to
the meeting. There is no requirement to withdraw from the meeting when the
interest is only an affected interest, but the Monitoring Officer should be
notified of the interest, if not previously notified of it, within 28 days of the
meeting.

3.

Minutes of previous meeting

3-8

To approve as a correct record the minutes of the meetings of the Committee
held on 24 June 2020.
4.

Urgent Items of Business
Any other items which, pursuant to Section 100B(4)(b) of the Local
Government Act 1972, the Chairman decides are urgent.

5.

Internal Audit and Risk Management Update

9 - 46

To receive an update on progress on the annual Internal Audit Plan and the
latest version of the Strategic Risk Register
Reporting: Sally Hendrick
EMERGENCY EVACUATION INSTRUCTIONS
If you hear the alarm, leave the building immediately. Follow the green signs. Use the stairs
not the lifts. Do not re-enter the building until told to do so.

Sound recording, photographing, filming and use of social media is permitted. Please
contact Hannah Stevenson, 01344 352308, Hannah.stevenson@bracknell-forest.gov.uk, so
that any special arrangements can be made.
Published: 8 September 2020

EMERGENCY EVACUATION INSTRUCTIONS
If you hear the alarm, leave the building immediately. Follow the green signs. Use the stairs
not the lifts. Do not re-enter the building until told to do so.

Agenda Item 3

GOVERNANCE & AUDIT COMMITTEE
26 JUNE 2019
7.30 - 8.40 PM
Present:
Councillors Allen (Chairman), Wade (Vice-Chairman), Gbadebo, Mrs Hayes MBE, Heydon,
Neil, Tullett and Green (Substitute)
Apologies for absence were received from:
Councillor Leake
4.

Declarations of Interest
There were no declarations of interest.

5.

Minutes of previous meeting
RESOLVED that the minutes of the meeting of the committee held on the 27 March
2019 be approved as a correct record and signed by the Chairman.

6.

Urgent Items of Business
There were no urgent items of business.

7.

Annual Governance Statement
Sanjay Prashar, Borough Solicitor, attended the Committee and presented a
summary of the Annual Governance Statement for 2018/19.
Members were directed to the Executive Summary which reported on the
effectiveness of the Council’s governance arrangements during 2018/19 and took
note of a diagram of the overview of the Council’s governance framework.
The statement included a summary of assurance for each of the seven principles on
which the Statement was based, which were:
1. Behaving with Integrity, demonstrating strong commitment to ethical values,
and respecting the rule of law
2. Ensuring openness and comprehensive stakeholder engagement
3. Defining outcomes in terms of sustainable economic, social and
environmental benefits
4. Determining the interventions necessary to optimise the achievement of the
intended outcomes
5. Developing the entity’s capacity, including the capability of its leadership and
the individuals within it
6. Managing risks and performance through robust internal control and strong
public financial Management
7. Implementing good practices in transparency, reporting and audit, to deliver
effective accountability
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The progress to address 3 important governance improvement areas from 2017/18
were highlighted:
PROPOSED ACTION: Continue to take a proactive approach to counter fraud and
whistle blowing, promoting the Council’s policies and focussing internal audit activity
on areas of high risk.
UPDATE: Fraud Newsletters now produced regularly. Seven fraud awareness
training Sessions open to all staff already held in quarter 4 of 2018/19.
PROPOSED ACTION: Review by Standards Framework Working Group of the
efficacy of introducing specific requirements in the Councillor Code of Conduct
relating to the use of social media.
UPDATE: Social Media Training including in Member Development Programme
agreed by Member Development Charter Working Group.
PROPOSED ACTION: To undertake a review of current compliance with GDPR and
take any remedial steps as necessary (6 month post implementation review).
UPDATE: Compliance activity undertaken by DPO and IMG against action plan.
Update provided to CMT in December 2018.
Sanjay advised the Committee that the key action points – and their owner – for the
year ahead were:











Refresh Council Plan and Director Service Plans (CMT).
Keep Corporate Business Continuity Management Plan updated and
communicate this across the Council (Service Manager, Emergency
Planning).
Review Strategic Risk Register to align with manifesto commitments (Head of
Audit & Risk Management).
Directorate Risk Registers to be put in place for all directorates reflecting new
structure (Directors).
Update Information Governance procedures (Data Protection Officer).
Submit 2019/20 NHS Date Security and Protection Toolkit (Data Protection
Officer).
Cross Council Information Asset Register and Data Retention/Disposal
schedules to be updated to improve records management regime (Data
Protection Officer).
Ensure provision of induction training for new Members (Head of Democratic
& Registration Services).
Monitoring of actions to address common areas of weakness (CMT).
Monitoring of all limited assurance audit reports (DMTs).

In response to questions from Members, Sanjay Prashar, Borough Solicitor advised
the Committee that:





Three training sessions were planned on Code of Conduct for Members which
Sanjay would be running.
Members and officer relations training had taken place which was well
attended. Councillor Peter Heydon said this training had been excellent and
was carried out by Bethan Evans, a well-known lawyer in local government,
who would also be carrying out DMT training.
The intention was for Parish and Town Councillors to attend future training.

RESOLVED: that the draft Annual Governance Statement and action plan appended
to it be approved.

4

8.

Annual Standards Report
Sanjay Prashar, Borough Solicitor, presented a summary of the Annual Standards
Report.
The report set out the current framework for the handling of complaints alleging a
breach of the Code of Conduct for Members.
The data showed an increase in complaints received in 2018/19 from the 10 previous
years; the figure being 9 complaints against a high of 7 complaints in 2016/17. The
majority of complaints received in 2018/19 were against Parish and Town
Councillors, and the grounds for each complaint and outcome were set out in
appendix B of the Report.
Following a consultation on Local Government Ethical Standards launched in January
2018 by the CSPL, the findings of the review were published in a report in January
2019. Members were directed to the reports main recommendations for central
government which were not expected to be made into legislation for some time. The
recommendations included the reintroduction of the power to suspend Councillors for
a period of up to six months and also for Councillors to be given the right to appeal to
the Local Government Ombudsman against such a sanction.
The report also included a list of best practice recommendations directed to local
authorities, most of which were already adopted by the Council. Where there was
some divergence, those areas would form the basis of a separate report later in the
year following consideration by the Code of Conduct Working Group.
In response to discussion and questions from Members, Sanjay Prashar, Borough
Solicitor advised the Committee that:





It was believed the Council had only one Independent Person, Louis Lee, who
worked alongside the Monitoring Officer to consider investigative reports as a
result of a complaint received against Members. Sanjay said an appointment
process had been undertaken and Louis was the only successful candidate.
The CSPL report would examine if Members were acting in capacity as a
Councillor or acting in their personal capacity with reference to complaints
made against them in all areas, including social media.
It was discussed whether consideration given to any divergence in the best
practice recommendations by the Code of Conduct Working Group could be
overridden by the Government review taking place. Sanjay thought there was
not likely to be any override and that it was important to consider which
recommendations the Council adopted in terms of best practice. David St
John Jones volunteered himself as Independent Member to go through the
best practice recommendations and confer with the Monitoring Officer as to
whether any that were not already found in the Council’s Code of Conduct
ought to be incorporated.

RESOLVED that:
1

The Standards outputs in 2018/19 as set out in appendix B of the Annual
Standards Report be noted.

2

The Best Practice recommendations set out in the report of the Committee for
Standards in Public Life (CSPL) into ethical standards in appendices C and D
and the proposal in paragraph 11 of the Annual Standards Report for these
recommendations to be considered by the Monitoring Officer in consultation
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with the Independent Member of the Committee with a view to any changes to
the Council’s Standards Framework agreed by the Panel being presented to
Council later in the year for adoption.
9.

Strategic Risk Update
Sally Hendrick, Head of Audit and Risk Management attended the Committee and
presented the Strategic Risk update.
The Strategic Risk Register was last reviewed by the Governance and Audit
Committee on 30 January 2019, by SRMG on 8 May and by CMT on 5 June 2019.
Key proposed changes reviewed and agreed at SRNG and CMT were:
 To add a risk on internal control weaknesses as identified in the Head of
Internal Audit Annual Opinion which was currently being investigated and
actioned by the Corporate Management Team;
 To add a risk on continuing health care;
 To increase the Finance risk due to uncertainty around level of future central
government funding and delays in delivering transformation savings. This
mirrored the increase in risk in the Central directorates risk register;
 To increase the transformation risk due to pressure on transformation
savings;
 To increase the business continuity risk firstly due to recent incidents that
have highlighted weaknesses and gaps in out of hours IT support and the
need for service areas to have a clearer understanding of systems and
functionality and how to instigate business continuity processes in the event of
an incident and secondly as a result of the findings of the review of business
continuity across the authorities in the emergency planning shared service.
Comment was made that risk 12 of the Register - Business Continuity Plans and
procedures inadequate or not clearly communicated and understood – should have a
current rating of red, and not amber, if the unmitigated and current residual risk rating
were both 4 x 4, and in light of the fact that the risk had increased over the last 3
years. Sally Hendrick agreed with this assessment and said the scoring would be
revisited.
Sally advised the Committee that Risks do drop out of the Register and when that
occurs they remain in view and continue to be monitored.
It was noted there was a new Risk to the Register – Continuing Health Care. A
question arose from the Committee as to why the rating was amber when the
rationale for the score described the potential for considerable financial impact to the
Council. Sally Hendrick agreed this was confusing and said the Risk was very new
and still being looked at and that an External Consultant was due to undertake a
review of CHC. Stuart McKellar, Director of Finance, said the Risk had been
discussed earlier in the day at CMT and from this it discussion at CMT the rating
should be changed to red.
With regard to Risk 10 - IT controls or staff vulnerabilities fail to prevent a cyber
attack and/or unable to respond effectively to an attack to enable IT services to be
sustained – Sally Hendrick said that ICT had provided the description and risk scores.
David St John Jones said the Risk Register must reflect what the current situation
was and he sought assurance that ICT were responding to the Risk as a priority.
It was discussed that the Officers who did the scoring must understand there would
be scrutiny applied to their rating and there was an expectation for them to explain
how they arrived at their conclusions.
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It was agreed that the Risk Owner for Risks 10 and 12, the Executive Director:
Delivery would attend the September meeting to explain their findings.
10.

Internal Audit Annual Assurance Report 2018/19
Sally Hendrick, Head of Audit and Risk Management presented the Internal Audit
Annual Assurance Report 2018/19.
Sally Hendrick directed Members to her overall opinion in the Report concluding that
Limited Assurance could be given that the framework of internal control, risk
management and governance was adequate during 2018/19 as a whole.
The Report contained details of audits where a Limited Assurance/priority 1
recommendation had been given including one area of concern, debt management
which had been highlighted as a concern across several audits in addition to the
Council wide audit of debt management.
Concern was raised in respect of Creditors System where Limited Assurance had
been given for the past four years. Stuart McKellar said this was largely due to a
glitch in the Agresso system. A senior consultant, who happens to be an expert in
Agresso, has been covering long-term sickness in the department, and if any
problems occur, he will be able to dig deep to find out what the issue is. Stuart
McKellar added that the issues usually related to the workflow after authorisation.
The Chairman said as the Executive Director, Delivery was attending the next
meeting, he would be able to update on the Delivery audits where a Limited
Assurance had been given, some of which were repeats on previous years.
Discussion took place about audits being deferred due to a lack of resource within
departments which was putting pressure on the delivery of the Annual Audit Plan.
Sally said when faced with a request for deferring she had no option other than to
assume the area remained at its previous assurance level. Stuart McKellar advised
members that CMT had requested quarterly updates from Sally, focusing on Limited
Assurances and to be notified of any requests for deferral and the rationale for them.
The Chairman proposed that the report on deferrals given to CMT be brought to the
September meeting for review by the Committee; the proposal was seconded by
Councillor Peter Heydon and all other Members were in favour.
The People Directorate had the most Limited Assurances in 2018/19. Sally said she
understood that, the Directorate needed time to address the audit findings. In some
cases, they were also focusing on a wider review of some of their services rather
than prioritising the specific issues which had been identified by the audits
.
With regard to absence management, one priority 1 recommendation had been
raised in October 2018 in relation to uncertainty about the completeness of sickness
recorded. The audit had focused on whether staff were disclosing that they were sick
and whether managers were managing the sickness absence properly. Sally said
that automated reports had been introduced that were sent to managers which
showed the level of absence recorded within teams for managers to check
completeness. However, HR & OD had committed to further automating the reports
to provide for a facility whereby managers had to confirm they had spoken to team
members in order to confirm that absence reporting was correct for the reporting
period.
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Councillor Michael Gbadebo asked whether the departments carrying out a wider
review of their services were taking into account the issues which had already been
identified. Sally said she assumed that was the case as it was incumbent on
managers to respond to the Limited Assurance reports. Sally added that it had been
conveyed to the Director for People that it would be made clear to Heads of Service
and the Assistant Director the expectation as to what action they should take in
response to Limited Assurance reports.
RESOLVED: That the Annual Report by the Head of Audit and Risk Management
setting out the Head of Internal Audit’s Opinion for 2018/19 be noted.

CHAIRMAN
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Agenda Item 5
To:

Governance and Audit Committee
16th September 2020

Internal Audit and Risk Management Update
Head of Audit and Risk Management
1

Purpose of Report

1.1

This report presents the update on progress on the annual Internal Audit Plan and
the latest version of the Strategic Risk Register.

2

Recommendations

2.1

To note the update on progress on the Internal Audit Plan for 2020/21.

2.2

To note and provide feedback on the risk scores and completeness of risks
and actions and note the deep dive review on adult social care supply chain
risk to be given by the Assistant Director: Commissioning.

3

Reasons for Recommendations

3.1

To ensure the Council complies with statutory requirements for internal audit and that
risk management processes ensure the Strategic Risk Register accurately reflects
the Council’s risks.

4

Alternative Options Considered

4.1

There are no alternatives.

5

Supporting Information
Internal Audit

5.1

Delivery of the Council’s internal audit services have historically been outsourced to
one main provider Mazars LLP) supplemented by a separate contract with TIAA Ltd
for computer audit a S113 agreement with Wokingham Council’s Business
Assurance team. Due to delivery issues the decision was made to increase in-house
capacity. A permanent senior auditor post has been advertised and a temporary
senior auditor has been assisting us since late July.

5.2

Progress against the 2020/21 Internal Audit Plan is set out in Appendix 1 and as
expected is behind original schedule due to delays in starting audits with departments
during the pandemic. The delivery of each area of the Plan is being monitored in
each Directorate at the Departmental Management Team meetings to bring this back
on track. School audits have been put on hold until at least late quarter 3 to allow
schools time in the autumn to complete the self-assessment tool which is used to
determine if an audit visit is needed.

5.3

During the period April to August 2020, one 2019/20 audit report was finalised, one
memo was finalised which was an additional piece of assurance work on the small
business and retail, hospitality and leisure COVID 19 grants and three audit reports
were issued in draft, 1 report was in for review and 7 audits were in progress.
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5.4

It is too early in the financial year to comment on progress in improving the control
environment especially given the delay in progressing the Audit Plan due to COVID
19. However, I am able to report that the planned action to set up a working group to
identify other approaches that could help address continuing weaknesses in the area
of expenses and purchase cards has been implemented and arising from this a
number of workshops have been held providing training on use and controls of
purchase cards.

5.5

A business plan to pilot additional funding counter fraud was agreed at the Corporate
Management team in May 2020 with the assistance of external counter fraud teams.
COVID-19 presents difficulties for fraud investigation due to restrictions placed on
social distancing which prevents face to face contact and hence interviews under
caution. We have therefore not been able to progress the pilot as quickly as
intended. However, some initial steps in the pilot are now being taken. A proactive
review of the housing waiting list including data matching is being developed which
will identify fraudulent applicants to the list. In addition, the suite of counter fraud
policies including the Anti-Bribery, Anti-Money Laundering, Fraud Prevention and
Whistle Blowing policies are also to be reviewed in the autumn as part of the pilot.

5.6

During 2019/20, with the technical assistance of Reading Corporate Investigation
Team, the Housing and Welfare team were able obtain evidence that a tenant in one
of the housing association properties had made a fraudulent application to the
waiting list and was ineligible. Steps have now been taken by the housing association
to terminate the fraudulent tenancy.

Strategic Risk Register
5.7

The Register was reviewed by the Strategic Risk Management Group and the
Corporate Management Team on 11th and 26th August respectively. The updated
register is attached at Appendix 2. The following key changes were made.



The need to include a separate risk around demand for children’s services was
identified. Work is in progress to agree the wording for this risk and mitigating actions
in consultation with the senior officers for the relevant areas.



Increasing Risk 3 on Brexit to reflect a likelihood score of 5.



The adult supply chain risk 6 has been increased for both unmitigated , current
residual and target risk score reflecting the changing risk environment under COVID
19



Increasing the current residual and target risk scores risk score for Risk 7 because
the Government’s guidance has been that the full suite of safeguarding measures
could not be delivered due to COVID-19.



Reducing Risk 10 on information security following the outcome of the inspection
from the Information Commissioner.



To remove the housing risk as mitigating measures to address the risk have largely
been implemented reducing the likelihood of this risk significantly.
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6

Consultation and Other Considerations
Legal Advice

6.1

There are no specific legal implications arising from the recommendations in this
Report.
Financial Advice

6.2

There are no financial implications arising from this report.
Other Consultation Responses

6.3

The Strategic Risk Register was reviewed by SRMG and CMT on 11th and 26th
August respectively.
Equalities Impact Assessment

6.4

Not applicable.
Strategic Risk Management Issues

6.5

A robust Strategic Risk Register that is a complete and up to date record of the
significant corporate risks is essential for effective risk management, enabling the
Council to prioritise resources to identify and implement actions to address the
threats to the achievement of the Council’s objectives and make informed decisions

Background Papers
Internal Audit Plan 2020/21
Internal Audit Charter
Risk Management Strategy
Contact for further information
Sally Hendrick, Head of Audit and Risk Management - 01344 352092
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APPENDIX 1
2019/20 INTERNAL AUDIT PLAN OUTCOMES NOT PREVIOUSLY REPORTED
*Key indicator- Draft report issued within 15 days of exit meeting
“D”- deferred at management request
AUDIT

Start
Date

Date of
Draft
Report

*Key
Indicator
Met

2/3/20

23/6/20

Yes

Assurance Level

Good

Fostering

Adequate

Partial

Status

Recommendation
Priority
Inadequate

Critical

Major



Moderate

2

Low

1

Final

2020/21 INTERNAL AUDIT PLAN

1.GOVERNANCE

12

AUDIT

Start
Date

Officer Expenses (Ltd
2018/19 and 2019/20)

13/7/20

Date of
Draft
Report

Key
Indicator
Met*

Assurance Level
Good

Safeguarding
governance
arrangements
Security camera controls
including assignment of
responsibility and
consistency of and
compliance with
specification

Adequate

Partial

Recommendation
Priority
inadequate

Critical

Major

Moderate

Status
Low
“D”
Draft
report
being
reviewed
Quarter 3
audit
Quarter 4
audit

AUDIT

Start
Date

Date of
Draft
Report

Key
Indicator
Met*

Assurance Level
Good

Adequate

Partial

Recommendation
Priority
inadequate

Critical

Major

Moderate

Status
Low

requirements
Business Continuity
Grant Assurance
Reviews(additional
work)

June
2020

10/7/20

Y

N/A assurance memo with no opinion given

2

6

Business Rates Grants-Covid
19 –Small business and retail,
hospitality and leisure
Business Rates Grants-Covid
19 –Discretionary grants

Quarter 4
audit
Final

13

“D”
Quarter 2
audit
Quarter 2
audit
Quarter 2
audit
“D”
Quarter 2
audit

Grant Certifications
Bus Service Operator
Integrated Transport
Block Allocation
Troubled Families

2. COUNCIL WIDE
AUDIT

Start
Date

Date
of
Draft
Report

Key
Indicator
Met*

Assurance Level

Good
Income
targets/projects/digital
analysis/assessment of
statutory responsibilities
supporting the budget
setting process
Purchase Cards (Ltd

Adequate

Partial

Recommendation Priority

Inadequate

Critical

Major

Moderate

Status

Low
Audit
cancelled

13/7/20

“D”

AUDIT

Start
Date

Date
of
Draft
Report

Key
Indicator
Met*

Assurance Level

Good

Adequate

Partial

Recommendation Priority

Inadequate

Critical

Major

Status

Moderate

Low

2018/19 and 2019/20)

Work in
progress
Quarter 4
audit
Work in
progress
Audit
cancelled

Debt management
Mileage and Essential
Car User
Additional staff
payments advisory
review – honorariums,
retention payments,
market premiums, pay
protections
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3. CORE FINANCIAL SYSTEMS
AUDIT

Main Accounting and
Reconciliations
Cash Management

Council Tax
Business Rates
Creditors

Start
Date

Date
of
Draft
Report

Key
Indicator
Met*

Assurance Level
Good

Adequate

Partial

Recommendation Priority
Inadequate

Critical

Major

Moderate

Status

Low

Quarter
2 audit
“D”
Deferred
to late in
the year
Quarter
3 audit
Quarter
3 audit
Quarter

AUDIT

Start
Date

Date
of
Draft
Report

Key
Indicator
Met*

Assurance Level
Good

Adequate

Partial

Recommendation Priority
Inadequate

Critical

Major

Moderate

Status

Low

3 audit
Quarter
3 audit

Housing Benefit and
Council Tax
Reduction

4. IT AUDIT
IT AUDIT

Start
Date

Date of
Draft
Report

Key
Indicator
Me*

Assurance Level
Good

Adequate

Partial

Status
Inadequate

Critical

Major

Moderate

Low
Quarter
3 audit
“D”
Work in
progress
Quarter
3 audit

Cyber liability
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Data Maturity Model
Digital Strategy and
ICT Strategic
Planning
Emergency Duty
Service System
including telephony
One SystemEducation
Uniform System
Forestcare IT systems
including telephony
Agresso (Follow uppartial assurance
2019/20)

1/9/20

Quarter
3 audit

25/6/20

28/8/20

4/8/20

Y



1

“D”
Quarter
3 audit
Draft
issued
Quarter
4 audit
Work in
progress

5. PLACE, PLANNING, AND REGENERATION
AUDIT

Spending processes
and controls in parks
and countrysideadvisory review
SANG – general
compliance audit
SANG- advisory audit

Start
Date

Date of
Draft
Report

Key
Indicator
met

Good

Assurance Level
Adequate
Partial

Inadequate

Recommendation priority
Critical
Major Moderate
Low

Status

Quarter
3 audit

24/8/20

Work in
progress
Quarter
3 audit
Quarter
3 audit

S106 – Use of the
monies in compliance
with development in
the relevant
geographic area
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ORGANISATIONAL DEVELOPMENT, TRANSFORMATION AND HUMAN RESOURCES
AUDIT

Start
Date

Date of
Draft
Report

Key
Indicat
or met*

Assurance Level
Good

Adequate

Partial

Recommendation Priority
Inadequate

Critical

Major

Moderate

Status
Low
Quarter
3 audit

Staffing Establishment

7. DELIVERY
AUDIT

Start
Date

Reactive Maintenance

Key
Indicato
r met*

Assurance level
Good

Adequate

Partial

Recommendation Priority
Inadequate

Critical

Major

Moderate

Status
Low

Quarter
3 audit

Health and Safety
Commercial Property

Date of
Draft
Report

28/7/20

Work in
progress

Quarter

AUDIT

Start
Date

Date of
Draft
Report

Key
Indicato
r met*

Assurance level
Good

Adequate

Partial

Recommendation Priority
Inadequate

Critical

Major

Status

Moderate

Low

Contracts
Cemetery and
Crematorium

3 audit
Quarter
3 audit

Public Protection
Partnership
Car Parks

“D”
Quarter
3 audit
Quarter
3 audit

8. PEOPLE
AUDIT

Start
Date

17

Date of
Draft
Report

Transport in
CTPLDadvisory piece
Equipment
Spend
Direct paymentsapproval of
plans and
changes,
identifying and
following up
potential fraudsadvisory piece
Continuing
Health Care
Breakthrough
15/6/20 25/8/20

Key
Indicator
Met*

Assurance levels
Good

Adequate

Partial

Recommendation Priority
Inadequate

Critical

Major

Moderate

Status

Low

“D”
Quarter 3/4
audit
Quarter 2
audit
Quarter 2
audit

Quarter 4 audit

Draft issued
for
management

AUDIT

Start
Date

Date of
Draft
Report

Key
Indicator
Met*

Assurance levels
Good

Adequate

Partial

Recommendation Priority
Inadequate

Critical

Major

Moderate

Status

Low

comment

18

Transition from
children to adult
social care
Foster Panel
Processesadvisory audit
Foster Panelscompliance audit
Parenting
assessments
under FSM
Strategy
Meetings
Deferred
4/8/20
payments
Access to
Servicesadvisory piece
DAAT4/8/20
inspection
outcome
implementation
of actions
coming out of
the inspection
Glenfield- mental
health supported
living
Emergency Duty
Service
Housing

Quarter 3 audit

Quarter 3 audit

Quarter 4 audit
Quarter 3 audit

Quarter 3 audit

Work in
progress
Quarter 4 audit

28/8/20



1

1

Draft issued

Quarter 3 audit

Quarter 3 audit
Quarter 3 audit

AUDIT

Start
Date

Date of
Draft
Report

Key
Indicator
Met*

Assurance levels
Good

Adequate

Partial

Recommendation Priority
Inadequate

Critical

Major

Moderate

Status

Low

Management
Housing and
welfare fraud
touchpoints
Disabled
Facilities Grantsadvisory piece
revised to
compliance audit
to be carried out
following
external review
by consultant

Quarter 2 audit

“D” Quarter 4
audit
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9. SCHOOLS
AUDIT

School A l (follow up Ltd 2017/18 and
2018/19)

School B
School C (follow up Ltd 2018/19)
SCHOOL AUDIT
CONTINGENCY
FOR SCHOOLS ON
ROTATION

Start
Date

Date
of
Draft
Report

Key
Indicator
Met

Good

Adequate

Partial

Inadequate

Critical

Major

Moderate

Low

Status

All school
audits
have
been put
on hold
until
quarter3/4

We categorise our audit opinions according to our assessment of the controls in place and the level of compliance with these controls as
follows:
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Good - There is a sound system of internal control designed to achieve the objectives
of the system/process and manage the risks to the achievement of objectives and
this is being complied with. Recommendations will only be of low priority.
Adequate - there is basically a sound system of control but there are some areas of
minor weakness and/or some areas of non- compliance which put the
system/process objectives at risk. Recommendations will only be low or moderate in
priority.
Partial - there are areas of weakness and/or non- compliance with control which put
the system/process objectives at risk and undermine the system’s overall integrity.
Recommendations may include major recommendations but could only include
critical priority recommendations if mitigated by significant strengths elsewhere.
Inadequate - controls are weak across a number of areas of the control environment
and/or not complied with putting the system/process objectives at significant risk.
Recommendations will include major and/or critical recommendations
None - There is no control framework in place and management is inadequate
leaving the system open to risk of significant error or fraud.

We categorise our recommendations according to their level of priority as set out below:
Critical - Critical and urgent in that failure to address the risk could lead to factors
such as significant financial loss, significant fraud, serious safeguarding breach,
critical loss of service, critical information loss, failure of major projects, intense
political or media scrutiny. Remedial action must be taken immediately.
Major - failure to address issues identified by the audit could have significant impact
such as high financial loss, safeguarding breach, significant disruption to services,
major information loss, significant reputational damage or adverse scrutiny by
external agencies. Remedial action to be taken urgently.
Moderate - failure to address issues identified by the audit could lead to moderate

risk factors materialising such as medium financial loss, fraud, short term disruption
to non-core activities, scrutiny by internal committees, limited reputational damage
from unfavourable media coverage. Prompt specific remedial should be taken.
Low - failure to address issues identified by the audit could lead to low level risks
materialising such as minor errors in system operations or processes, minor delays
without impact on service or small financial loss. Remedial action is required.
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APPENDIX 2
STRATEGIC RISK REGISTER AUGUST 2020
Strategic Theme 1:Value for money

Risk 1: Significant pressures on the Council’s ability to balance its finances whilst maintaining
satisfactory service standards
Risk Rating (Likelihood
x Impact)

30

Unmitigated 5 x 5

25

Current Residual 5 x 4

20

Target Risk Score 2 x 4

15

Potential Impact
 Strategic objectives
and statutory duties
not met

10

Current

5

Target

Unmitigated

0
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Qtr 4
18/19

Qtr 1
19/20

Qtr 2
19/20

Qtr 3
19/20

Qtr 4
19/20

Qtr 1
20/21

Qtr 2
20/21

Risk Owner: Director; Finance

Rationale for current score:
Maintained at current level. Underlying risks of
increased demand for social care services in
particular remains an on-going concern,
exacerbated by additional costs and income losses
in the current year due to COVID 19. Some of
those pressures will continue beyond 2020/21,
while the level of Government funding is unknown.
The level of the Council’s expected financial gap
over the medium term has consequently increased
from £10m to £15m.

Rationale for target risk score
Achieving a sustainable financial position is a core
responsibility.
Current RAG rating

Red
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Current Actions (What we are currently doing about the risk)
 Costs in the current year are being more closely tracked than ever before, with budget
monitoring starting a month earlier than normal. Monthly returns are being provided to
MHCLG, supporting the need for additional Government resources to be provided to
cover the unprecedented additional costs arising from Covid-19 measures. The
approach to budget monitoring has been changed to reflect the level of
unpredictability, now identifying best and worst case scenarios.
 A report to a Special Executive meeting on 25 August sets out the latest prediction for
the current year and outlook for the medium-term, together with guiding principles to
identify savings to bridge the predicted funding gap. This includes an outline mediumterm financial strategy to use the Future Funding Reserve to manage the transition to
a significantly reduced Government funding level over time.
 The Overview and Scrutiny Commission plans to undertake a review of the proposed
approach at its meeting in September or October 2020
 Service areas have been asked to identify possible options to reduce costs by 20%
over the next 3 years. The opportunities arising from this process will help inform
priorities for the next stage of the Transformation Programme.
 The national financial position for local authorities is being closely monitored including
participation in regular briefing sessions with senior MHCLG officials.
 Approved plans are in place to invest in projects that will both provide improved local
facilities for residents and reduce costs / increase income to mitigate future spending
pressures, e.g. Heathlands and the Property Joint Venture. Regular updates on these
projects are provided to CMT.

Further Mitigation (what more should we do to reduce risk to our risk
appetite level) and opportunities

Specific focus in Covid-19 “recovery” work to
identify opportunities to change to systems
and processes with lessons learned from
working arrangements since March

Officer
responsibl
e
Director:
Finance

Target
date
31/10/20

Strategic Theme 1: Value for money
Strategic Theme 2: Economic resilience
Strategic Theme 3: Education and skills
Strategic Theme 4: Caring for residents and their families
Strategic Theme 5: A clean, green and responsibly sustainable place
Strategic Theme 6: Communities
Risk Owner: CMT

Risk 2: Staffing pressures
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Risk Rating (Likelihood x Impact)
 Unmitigated 5 x 4
 Current Residual 4 x 4
 Target Risk Score 3 x 3
Potential Impact
 Increased financial pressures due to
high reliance on locums and agency
workers
 Increased reliance on market premia
and retention payments due to labour
market pressures i.e. social workers
and specialists post
 Potential for weakness in resilience in
key areas as locums and agency
workers can leave at shorter notice.
 The loss of experienced permanent
staff and replacement with less
experienced agency personnel.

25

Rationale for current score:
Difficulties currently being
experienced in recruiting to key
technical posts due to pressures
in the market and delays arising
from COVID 19.

20
15
Initial

Current

10

Target

5

Rational for target risk score
Staff are the key resource in
delivering key services and
providing support to front line
services.
Current RAG
rating

Amber

0
Qtr 4
18/19

Qtr 1
19/20

 Current Actions(What we are currently doing about the risk)
 Management information on long term, high cost locums/
agency workers now being produced for peer review at CMT.
 Matrix – neutral agency vendor – contract being reviewed to
negotiate minimum costs and competitive rates for 1 year
extension to contract
 Recruitment campaigns targeted on areas reliant on agency
staff i.e. adult services OT’s – successful in converting two
staff to BFC contracts in Jan 2020.
 Regional benchmarking of salary and benefits paid by other
local authorities – part of recruitment project which will inform
future recruitment and retention strategy
 Well-being initiatives and research activity underway that will
diagnose support needed to staff

Qtr 2
19/20

Qtr 3
19/20

Qtr 4
19/20

Qtr 1
20/21

Qtr 2
20/21

Further Mitigation (what more should we do to reduce risk to our risk appetite level) and
opportunities

The move to use of permanent/fixed terms contracts
as an alternative to locums and agency
arrangements is progressing with 4 locum posts
having already been or in the process of being
converted to permanent posts.
Well being and employee experience will be a focus
of the HR-OD offer currently being planned to
contribute to retention of staff which will be a priority
within the future Recruitment and Retention
Strategy.

Officer responsible
CMT

Target date
Ongoing

Assistant Director: HR
and OD

Ongoing

 Current HR-OD redesign process is implementing instant win
improvements to processes and systems for recruiting
managers and potential applicants i.e. mobile application
functionality
 People – workforce board – meeting monthly to discuss, plan
and optimise staffing budget across services
 Exit interviews are undertaken with it being possible to request
a full one. Hard to recruit areas are being targeted.
 Market premia is being implemented where required plus,
where applicable, consultants are being moved to employee
status

HR-OD service restructure will refocus service offer
and Talent Manager role will then plan and write
business plan offer.

Assistant Director: HR
and OD

Ongoing

Manager induction Handbook is being piloted and
executive induction is being developed.
Consideration of applying market premiums and
other retention incentives within the other services
where agency costs are increasing.
Non-monetary offers need to be considered

Assistant Director: HR
and OD
CMT

Ongoing

Assistant Director: HR
and OD
Assistant Director: HR
and OD

Ongoing

There are recruitment issues within the Public
Protection Partnership (PPP) within West Berkshire
although it is a shared service and there may be
some ideas that BFC could share

As necessary

Ongoing
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Strategic Theme 1: Value for money
Strategic Theme 2: Economic resilience

Risk 3 Uncertainty around the impact of Brexit, the financial and operational implications for
services such as social care, contingency planning requirements and the potential impact for
businesses located in the Borough.
Risk Rating (Likelihood x
Impact)
Unmitigated 5 x 4
Current Residual 5 x 3
Target Risk Score 2 x 3
Potential Impact
Economic prosperity not
sustained
Civil unrest

Risk Owner: CMT

Rationale for current score:
Planning and identification of key risks
together has increased the current
likelihood.

25
20
15

Unmitigated

10

Current

5

Target

Rationale for target risk score
Given potential operational and financial
consequences risk appetite is low.
Current RAG rating

Amber

0
Qtr 3 Qtr 4 Qtr 1 Qtr 2 Qtr 3 Qtr 4 Qtr 1 Qtr 2
18/19 18/19 19/20 19/20 19/20 19/20 20/21 20/21
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Current Actions(What we are currently doing about the risk)

 Reviewing impact in local teams
 Review of potential impact already undertaken by National
Management Trainee and reported to CMT, Senior Leadership
Group and Members in the Spring.
 Enhanced Brexit monitoring arrangements though the Brexit
Group incorporating planning for a no-deal Brexit Scenario
planning being undertaken by HR
 Emergency Planning Manager from the joint service will be
participating in the Local Resilience Forum for Brexit
 Policy and Engagement Manager undertaking analysis for CMT to
identify how best to focus Brexit funding
 Key risks identified

Further Mitigation (what more should we do to reduce risk to our risk appetite level)
and opportunities

National position being monitored by the
National Management Trainee and reported to
CMT for review.

Officer
responsible
CMT

Target
date
Ongoing

Strategic Theme 3: Education and skills

Risk 4: Financial impact of surplus school places.

Risk Owners:

People

DMT
Risk Rating (Likelihood x
Impact)
Initial underlying 4 x 3
Current Residual 3 x 3
Target Risk Score 2 x 3
Potential Impact
 Disruption to schools
 Revenue diseconomy costs
 Capital budget pressure
 Reputational damage to the
council

Rationale for current score:

18
16
14
12
10
8
6
4
2
0

Initial
Current
Target
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Qtr 2 Qtr 3 Qtr 4 Qtr 1 Qtr 2 Qtr 3 Qtr 4 Qtr 1 Qtr 2
18/19 18/19 18/19 19/20 19/20 19/20 19/20 20/21 20/21

Current Actions (What we are currently doing about the risk)

 “New place planning tool has been created which includes birth rates
and doesn’t rely as heavily on housing development information.
 Hold on new schools being built
 Review school place planning each term linked to a strategy to provide
sufficient places through works as required as part of the Education
Capital Programme
 Ensuring programmes for proposed new primary schools are kept in
line with slippage to associated house building programmes so that
demand for places is met by supply of places as closely as possible
 Work with Planning Policy to understand the impact of proposed new
housing in the long term.
 Model the impact of this in terms of new schools/school places required
to meet the projected need

Risk is currently fairly high given
current surplus of places and difficulties
in attracting pupils to certain schools,
however we have some positive
opportunities to further reduce risk and
forecasting for 19/20 was 98%
accurate.
Rationale for target risk score
Risk appetite is fairly low given the
Council’s statutory responsibilities to
educate
Current RAG rating

Amber

Further Mitigation (what more should we do to reduce risk to our risk
appetite level)

Work with schools to reduce their PAN
Work closely with the DfE to ensure academies
are not created where additional school places
are not required
Look at creating an SEMH hub to utilise some of
the surplus capacity
New place planning tool to decrease the
percentage of new N housing built into the
system

Officer
responsible
People DMT
People DMT

Target
date
Ongoing
Ongoing

People DMT

Ongoing

People DMT

Ongoing

Strategic Theme 3: Education and skills
Strategic Theme 4: Caring for residents and their families
Strategic Theme 5: A clean, green and responsibly sustainable place
Strategic Theme 6: Communities

Risk 5: Demands for services arising from demographic changes and national policy initiatives are
difficult to predict and plan for.
Risk Rating (Likelihood x
Impact)

Rationale for current score:
Increasing pressure on children’s
social care and adult social care due
to changing demographics.

25

Unmitigated 5 x 4
Current Residual 4x 4

20

Rationale for target risk score

Target Risk Score 2 x 3
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Potential Impact
 Service reduction
 Reduction in quality
 Staff workloads increase
 Public dissatisfaction with
council services
 Statutory services not
delivered effectively
 Significant budget
overspends
 Damage to reputation if
services reduced
 Adverse effect on staff
morale
 High staff turnover
 Adverse effect on external
inspections / assessments

Risk Owners:
People DMT

Appetite for risk low due to impact
on financial planning

15
Unmitigated

Current RAG rating

Red

Current

10

Target

5
0

Qtr 1 Qtr 2 Qtr 3 Qtr 4 Qtr 1 Qtr 2 Qtr 3 Qtr 4 Qtr 1 Qtr 2
18/1918/1918/1918/1919/2019/2019/2019/2020/2120/21

Current Actions (What we are currently doing about the risk)

 Use of the Joint Strategic Needs Assessment to inform planning
 Regular performance monitoring and reporting to DMT, Children’s SMT and
Transformation Board
 Monitoring the data to assess for impact of Covid 19
 Transformation under Family Safeguarding Model has provided additional
staff in two of the family safeguarding teams

Further Mitigation (what more should we do to reduce risk to our risk
appetite level) and opportunities

Sustainability of funding for Family
Safeguarding Model

Officer
responsible
Assistant
Director
Children’s

Target
date
Ongoing
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 Active recruitment via website and where needed, agency staff to address
shortfall
 Strong partnership relationships
 Transformation projects on placements and fostering
 Regular reporting to the Safeguarding Board and DMT
 Introduction of strategic leadership for criminal exploitation
 Focus on CHC to ensure that all eligible individuals receive money from this
stream
 Review of Adults Conversations Model, conversation 3, as part of
transformation project
 Assess purchasing intentions based on the current appraisal of the range of
support.
 Analysis prepared on the annual impact of demographic change as part of
the council’s budget setting process
 Reducing demand through prevention / reablement / review of existing care
packages
 Finance tracker reviewed monthly and intelligence used to address pressure
points

Review of salaries in comparison with
neighbouring LAs

Place Summit, which will contribute
towards a contemporary understanding of
our local problem profile
Review of Better Care Fund to identify
areas of service improvement

Covid 19 may have altered the profile of
Older People and their subsequent longterm needs. Further national work would
be required before we can do any
modelling on this.

Business intelligence and Finance to
provide regular data to monitor progress.

Social care
Assistant
Director
Children’s
Social care
Public
Health
Consultant

Ongoing

Ongoing

Assistant
Director
Adult’s
Social care
Finance
Business
partner

Ongoing

Assistant
Director
Adult’s
Social care

Ongoing

Ongoing

Strategic Theme 4: Caring for residents and their families

Risk 6: Council unable to sustain delivery of services to support adult social care needs due to
insufficient external provision for adult social care.
Risk Rating
(Likelihood x Impact)

30

Unmitigated 5 x 5

25

Current Residual 4x 4

20

Target Risk Score 3 x
3

15

30

Potential Impact
 Failure to meet
demand.
 Statutory duties not
met.
 Increased budget
pressures
 Needing to move
people from one
setting to another at
short notice

Risk Owners:
People DMT

Rationale for current score:
The unmitigated and current residual
scores have both increased due to the
impact of COVID 19 which has put
pressure on adult social care providers
and hence the supply chain.

Unmitigated
Current

10

Target

5

Rationale for target risk score
With changes in the adult social care
provider market, the Council will have to
accept a higher level of risk.
Current RAG rating

Amber

0
Qtr 3
18/19

Qtr 4
18/19

Qtr 1
19/20

Qtr 2
19/20

Qtr 3
19/20

Qtr 4
19/20

Qtr 1
20/21

Qtr 2
20/21

Current Actions (What we are currently doing about the risk)

 People Care Governance board in place to manage any strategic provider
safeguarding and quality issues
 Continuing rollout and development of contract monitoring toolkit and
approach
 East Berks Commissioners group developed during COVID is ensuring a
collaborative approach to market management including a specific task and
finish group reviewing capacity
 Eat Berks COVID Care governance group meets weekly to support providers
where there is an outbreak and support a co-ordinated response
 Market Position Statement is currently in development
 Development of Heathlands is progressing
 Regular provider forum’s ensure we are kept up to speed with emerging
issues

Further Mitigation (what more should we do to reduce risk to our
risk appetite level) and opportunities

Develop the Market Position Statement
with the Market
Continue to work across East Berks as a
collaborative approach to manage market
gaps and encourage strategic supplier
management

Council is currently reviewing
domiciliary care market and ,
reviewing the CBS framework which
had effect of reduction of supply
available in the borough

Officer
responsible
People DMT

Target
date
Ongoing

People DMT

Ongoing

People DMT

Ongoing

 Use of the NHS capacity tracker to assess local supply
 Risk and Issue log in place and reviewed across operations, safeguarding and
commissioning 3 times a week that includes and market capacity issues and
risks
 Care home resilience plans developed during pandemic. These were
considered to be examples of exemplary practice by the Local Government
Association and ADASS (the safeguarding adults network).
 Linked into the national social care sector COVID Support Task Force which
oversees implementation of the Government’s care home support package .
 Financial support provided to social care providers between April and July to
meet costs and loss of income associated to Covid outbreak
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Strategic Theme 4: Caring for residents and their families

Risk 7: The Council does not identify and discharge all its responsibilities for safeguarding children
and vulnerable adults
Risk Rating (Likelihood x
Impact)

Unmitigated: 5 x 5
Current residual: 3 x 3
(previously 2x 4)
Target Risk Score 2 x 3

Rationale for current score:

Likelihood has increased due to COVID
19 and impact reduced for consistency
with the People risk register where this
is reviewed in detail.

30
25
20

Rationale for target risk score

Potential Impact
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 Death or serious injury
 Prosecution
 Detrimental impact on
council reputation
 Censure by inspection
 Public dissatisfaction
 Relationship with partners
impaired

Risk Owner People DMT

Unmitigated

15

Current
10

Target

5

Increased as the Government’s
guidance had been that the full suite of
safeguarding measures could not be
delivered due to COVID-19.
.
.
Current RAG rating

Amber

0
Qtr 3 Qtr 4 Qtr 1 Qtr 2 Qtr 3 Qtr 4 Qtr1 Qtr 2
18/19 18/19 19/20 19/20 19/20 19/20 20/21 20/21

Current Actions (What we are currently doing about the risk)

 Continue to roll our safeguarding awareness programmes for all
internal staff and stakeholders
 Adherence to the pan-Berkshire safeguarding children procedures
 Training provided for all staff as identified in induction and through
appraisal process
 All staff have regular supervision as per the council’s policy
 Ensure that the audit programme for children’s social care is adhered
to
 Supervision and appraisal policy in place and applied including review
of PDP
 Embedding of Family Safeguarding Model of practice to ensure
strong evidence-based practice with highly skilled and trained workers

Further Mitigation (what more should we do to reduce risk to our risk appetite level)
and opportunities

 Mechanism for reporting and learning
from serious and untoward incidents
being developed
 Review of current policy portfolio
 Ensure learning from ministerial serious
case reviews is a rolling programme
 Place Summit, which will contribute

Officer
responsib
le
People
DMT

Target
date

People
DMT
People
DMT

Ongoing

People

Ongoing

Ongoing

Ongoing
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 Opportunity for greater collaboration with local stakeholders through
the People Safeguarding Board covering Adults and Children is being
implemented
 Ensure that people are fully involved with the safeguarding process
 Promote positive risk management by ensuring people are supported
to identify risks associated with those actions and have risk
management plans in place
 Multi-agency risk framework now in place
 Make Safeguarding Personal as per the Care Act 2014 in place
 Dedicated work on contextual safeguarding
 Identification and delivery of relevant training and development for
staff
 Regular audits of practice including case audits and supervision files
 Regular monitoring of data and information
 Annual reporting to DMT, Executive Director for People, Chief
Executive and Safeguarding Board
 CSE and missing focused work
 Work of the Safeguarding Board in prevention / communication
 Review of school related policy documents where there is a potential
risk of harm, e.g. administration of medicine and review of training
 Highlight headteacher and governor responsibilities
 School visits / activity logs / systems
 Ensuring staff are kept up to date with training and developments in
practice, within a partnership environment


towards a contemporary understanding of
our local problem profile
 Reorganisation of our safeguarding and
QA teams, establishing effective
leadership structures with the aim of
instilling a culture of greater rigour and
continuous improvement
 Recruit to 3 permanent Head of Service
roles in the coming months and we have
appointed a full-time Principal Social
Worker who will be transitioning into the
role.

DMT
People
DMT

Ongoing

People
DMT

Ongoing

Strategic Theme 1:Value for money
Strategic Theme 2: Economic resilience
Strategic Theme 3: Education and skills
Strategic Theme 4: Caring for residents and their families

Strategic Theme 5: A clean, green and responsibly sustainable place
Strategic Theme 6: Communities

Executive
Director Delivery
Risk Owners:

Risk 8: IT Strategy and digital infrastructure fails to meet the needs of the organisation.
Risk Rating (Likelihood x
Impact)

25

Unmitigated 4 x 5

20

Current Residual 3 x 3
Target Risk Score 2 x 3
Potential Impact
Disruption to services. Failure
to meet statutory duties.

15

Unmitigated

10

Current

5

Target

0
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Qtr 4 Qtr 1 Qtr 2 Qtr 3 Qtr 4 Qtr1 Qtr 2
18/19 19/20 19/20 19/20 19/20 20/21 20/21

Current Actions (What we are currently doing about the risk)
 Paper taken to CMT on 10 July on ICT Strategy 2017-20.
 Improvement programme being implemented and updates being provided and being
monitored at CMT on a regular basis
th

Rationale for current score:
Actions have been identified and are being
implemented to address weaknesses
identified in technical infrastructure and
systems that are not fit for purpose. There is
now a clear strategy plus an assessment
has been undertaken. Still have old
infrastructure that could cause problems.
Network changes that had been planned
have been held up by COVID 19 .
y
Rationale for target risk score
Appetite is low due to dependency on IT for
delivery of all services
.
Current RAG rating
Amber

Further Mitigation (what more should we do to reduce risk to our risk appetite level)
and opportunities

New ICT Strategy for the future being developed
developed

Officer
responsible
Executive
Director Delivery

Target
date
Ongoing

Strategic Theme 1: Value for money
Strategic Theme 2: Economic resilience
Strategic Theme 3: Education and skills
Strategic Theme 4: Caring for residents and their families

Strategic Theme 5: A clean, green and responsibly sustainable place
Strategic Theme 6: Communities

Risk 9 IT controls or staff vulnerabilities fail to prevent a cyber attack and/or unable to respond effectively to
an attack to enable IT services to be sustained.
Risk Rating (Likelihood x
Impact)
Unmitigated 4 x 5
Current Residual 3 x 3
Target Risk Score 2 x 2
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Potential Impact
 Disruption to services.
 Failure to meet statutory
duties.
 Reputational damage.
 Financial loss

25
20
15

Unmitigated

10

Current

5

Target

0
Qtr 4
18/19

Qtr 1
19/20

Qtr 2
19/20

Qtr 3
19/20

Qtr 4
19/20

Current Actions (What we are currently doing about the risk)
 Cyber Security policies all re-written and published on the intranet
 Microsoft SCP ATP II Licensing acquired for advanced security on Office
365- Outlook, Office, SharePoint and Teams as well as security and
compliance on all Council data.
 Windows Defender ATP deployed for the best in class anti-virus protection
for all laptops.

Qtr 1
20/21

Qtr 2
20/21

Risk Owners:

Executive Director
Delivery

Rationale for current score:
Likelihood of staff being targeted remains a
significant risk. The impact of an attack is
mitigated by improving cyber security
controls in IT, and Disaster Recovery and
Business Continuity arrangements. An
external review of cyber risk controls is
currently ongoing which will identify if this
risk can now be reduced.
Rationale for target risk score
Appetite is low due to dependency on IT
for delivery of all services
.
Current RAG rating
Amber

Further Mitigation (what more should we do to reduce risk to our risk appetite
level) and opportunities

Currently planning a simulated phishing and training
campaign around cyber security and risks. Training
has been delayed due to Covid-19. NCSC training
package undertaken by IT to evaluate content.
NCSC training has been evaluated – awaiting some
bug fixes before rolling out. Still planning simulated
attack and training programme
Now planning on replacing proxy servers with Microsoft

Officer
responsible
Assistant Director:
Customer
Experience,
Digital & IT

Target
date
30/9/20

Assistant Director:

30/9/20

 MS Intune deployed for protection of smartphones
 PSN compliant
 Members of government early warning groups such as NCSC (National
Cyber-Security Council ) and SEGWARP (Warning, Advice and Reporting
Point)


Mandatory Information security and GDPR training before access is given
to systems

 Disaster Recovery Plan and Action Plan for the systematic recovery of
systems.
 Disaster Recovery contract with a provider to get systems up and running
and an Action Plan for the systematic recovery of systems

Defender Advanced Threat Protection’s web filtering, which
fits with VPN split tunnelling design. Phoenix are setting up
new VPN servers in the next two weeks, and once testing
of these is complete, we will roll out split tunnelling, with
clients using the servers. Proxy servers can then be
decommissioned.

Customer
Experience,
Digital & IT

Deploying MS Azure B2B to enable secure
collaborative working with partner organisations. A
proposal to use Windows Virtual Desktop is being
considered at IT Steering Group on 11/8/20. This will
facilitate secure working with partners and extend
BYOD to include all hardware

Assistant Director:
Customer
Experience,
Digital & IT

30/9/20

Cyber Essentials Certification project to be restarted
following departure of the project manager.

Assistant Director:
Customer
Experience,
Digital & IT
Assistant Director:
Customer
Experience,
Digital & IT
Assistant Director:
Customer
Experience,
Digital & IT
Assistant Director:
Customer
Experience,
Digital & IT

30/9/20

Sign-up to MS Sentinel for cyber attack management
when servers begin moving to Azure .

 Cyber risks monitored through Delivery risk register
 Risks of cyber attacks covered regularly in IT newsletter
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 NCSC Cyber Security training package undertaken by staff in IT and Digital
Services
 2

nd

st

VPN implemented to facilitate regular updating and rebooting of 1 VPN

 External review of cyber controls is underway. This will deliver
recommendations on technical improvements, ICT staff development and
organisation-wide staff training that will help to improve our cyber
resilience.

Networking Strategy developed to update whole
network, using best in class security components.
Plan for implementation currently in development
Action plan to be developed to address any issues
identified by the external review and monitoring
arrangements to be put in place

30/11/20

20/9/20

31/10/20

Strategic Theme 1:Value for money
Strategic Theme 2: Economic resilience
Strategic Theme 3: Education and skills
Strategic Theme 4: Caring for residents and their families

Strategic Theme 5: A clean, green and responsibly sustainable place
Strategic Theme 6: Communities

Risk 10: Council unable to comply with data protection/security requirements to secure data resulting in
inappropriate disclosure, loss or theft of sensitive data.

Risk Owners:
Executive Director

Delivery
Risk Rating (Likelihood x
Impact)
Unmitigated 3 x 4
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Current Residual 2x 3

14

Rationale for current score:

12

The ICO inspection has been completed
which has confirmed that the Council’s
arrangements are reasonable and hence the
likelihood has been reduced.

10
8

Unmitigated

Target Risk Score 2 x 3

6

Current

4

Target

Potential Impact
Fines/penalties. Disruption to
services. Failure to meet
statutory duties. Removal of
access to external databases
and systems e.g. DWP

Rationale for target risk score

2

In addition to the financial risk, financial
penalties are now very high and will be
increasing further hence the Council will
seek to minimise the risk of these being
incurred.

0

.

Qtr 4
18/19

Qtr 1
19/20

Qtr 2
19/20

Qtr 3
19/20

Qtr 4
19/20

Current Actions (What we are currently doing about the risk)
 GDPR online training for all staff, plus annual refresher for social care staff
 The reformed Information Management Group with new terms of reference
and new membership is meeting regularly
 Monitoring of information security breaches is undertaken at the Information
Management Group where it is now a standard agenda item and also at

Qtr 1
20/21

Qtr 2
20/21

Current RAG rating

Amber

Further Mitigation (what more should we do to reduce risk to our risk appetite level)
and opportunities

Officer
responsible

Target date

CMT.
 Monitoring of Subject Access Requests is now a standard agenda item for
the Information Management Group and Corporate Management Team


Information Governance Leads have been identified and training for them
has been arranged for June 2020.

 The Information Asset Register is now complete and CMT have agreed how
this will be maintained going forward
 CMT have agreed how the Information Asset Register with fit into EDRMS
which will provide the retention and destruction framework.
 There is a programme in place to ensure all teams migrate their data into
the file structures they have agreed for EDRMS(Sharepoint) by October
2020 and ICT are providing training to each team on how to map their data
into the Sharepoint file structures.
 Security of data in in personal folders has been increased by moving these
to the cloud based One Drive.
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 Action plan in place to address any area of improvement identified by the ICO
inspectors

Changes to be introduced to roles and responsibilities
which will enable Information Security Officers to focus
on policy, legal advice and compliance oversight and
transfer responsibility for operational arrangements to
Information Governance Leads. Information
Governance Leads will provide basic advice, support
service areas in completing DPIAs and undertake
investigations of incidents and near misses. Processes
will be introduced for serious and potentially reportable
incidents to be escalated to the SIRO to decide how
these should be investigated. New arrangements to be
developed for collating and reporting management
information on incidents investigated by Information
Governance Leads for review by the information
Governance Group and CMT.

Executive Director:
Delivery

31/10/20

Progress on the action plan arising out of the ICO
inspection to be monitored by the Information
Management Group.

Executive Director:
Delivery

Ongoing

Strategic Theme 1:Value for money
Strategic Theme 2: Economic resilience
Strategic Theme 3: Education and skills
Strategic Theme 4: Caring for residents and their families

Strategic Theme 5: A clean, green and responsibly sustainable place
Strategic Theme 6: Communities

Risk 11: The Council’s Business Continuity Management (BCM) fails to effectively deal with
potential threats and risks.
Risk Rating (Likelihood x
Impact)
Unmitigated 4 x 5
Current Residual 3 x 4
Target Risk Score 2 x 3
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Potential Impact
 Lack of ability to
respond in a
coordinated manner
during a Business
Continuity event,
particularly when
affecting the whole
Council over
prolonged periods.#
 Enforcement action
under the Civil
Contingencies Act
2004.
 Reputational damage.

25
20
15
Unmitigated
Current

10

Target

Risk Owners: Executive
Director: Delivery

Rationale for current score:
The risk remains significant because the
improvement programme put in place is not
completed as this has been overtaken by events
with COVID-19 and planned actions have not yet
been completed as originally planned. There will
be a need to look at the new ways of working
after recovery following COVID-19 as this may
mean the new Business Continuity Plan that was
due to be developed will be different to what was
expected pre-Covid-19.
Rationale for target score
The Council has agreed that as minimum the
level of improvement should take the Council to
Low risk if not best practice.

5
0
Qtr 2 Qtr 3 Qtr 4 Qtr 1 Qtr 2 Qtr 3 Qtr 4 Qtr 1 Qtr 2
18/19 18/19 18/19 19/20 19/20 19/20 19/20 20/21 20/21

Current RAG rating

Amber

Current Actions (What we are currently doing about the risk)

 Following the external review an action plan is now in place to ensure all service
and corporate business continuity plans covering essential and critical functions
are in place and robust by 31 March 2021
 Service Business Continuity Liaison Officers and Emergency Planning Liaison
Officers have been identified to work with the Emergency Planning Unit
 Business Impact Analysis Workshops and Drop-in Sessions have taken place.
 Recovery Workshops have taken place.
 Enhanced Brexit monitoring arrangements have been put in place and action
plans are being developed

Further Mitigation (what more should we do to reduce risk to our risk
appetite level) and opportunities

Developing strategic governance document for
business continuity
All Service & Corporate Plans to be in place

Formal Annual Reviews put in place
Service and/ or Corporate Exercises to be
undertaken

Officer
responsible
Emergency
Planning
All Services
&
Emergency
Planning
Emergency
Planning
Emergency
Planning

Target
date
20/21
20/21

20/21
20/21
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Strategic Theme 1:Value for money
Strategic Theme 2: Economic resilience
Strategic Theme 3: Education and skills
Strategic Theme 4: Caring for residents and their families

Strategic Theme 5: A clean, green and responsibly sustainable place
Strategic Theme 6: Communities

Risk Owners: CMT

Risk 12: Weaknesses in the internal control environment.
Risk Rating (Likelihood x
Impact)
Unmitigated 5 x 4

25

Rationale for current score:
Risk reducing as action taken is
improving the control environment but
more time is needed to ensure this is
embedded effectively.

20

Current Residual 3 x 3
Target Risk Score 2 x 2
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Potential Impact
Increased potential for financial
loss, fraud and safeguarding
issues. Reputational damage.
External sanction.

15
Unmitigated
Current

10

Target
5

Rationale for target risk score
Appetite is low is as ensuring that an
effective control environment is in place
is fundamental to ensuring the
organisation’s objectives are met and is a
statutory requirement under the Accounts
and Audit Regulations.
Current RAG rating

Amber

0
Qtr 1
19/20

Qtr
219/20

Qtr 3
19/20

Qtr 4
19/20

Qtr1
20/21

Current Actions (What we are currently doing about the risk)
 Limited assurance audit reports monitored at DMTs.
 Follow up audits of limited assurance areas being completed during 2020/21
 Regular review of reporting to CMT on impact of audit deferrals and outcomes on 20/21 audit
opinion

Qtr 2
20/21
Further Mitigation (what more should we do to reduce risk to our risk
appetite level) and opportunities
Officer
responsible
Regular specific slot at CMT on audit and
governance now being introduced

CMT

Target
date
31/3/21

Strategic Theme 1:Value for money
Strategic Theme 2: Economic resilience
Strategic Theme 3: Education and skills
Strategic Theme 4: Caring for residents and their families

Strategic Theme 5: A clean, green and responsibly sustainable place
Strategic Theme 6: Communities

Risk 13: Council unable to deliver essential services and meet the needs of the community due to
pressures from coronavirus on internal staff resources and external suppliers providing critical
functions and increased demands for support arising from vulnerable people and groups.
Risk Rating (Likelihood
x Impact)
Unmitigated 4 x 5
Current Residual 3 x 4
Target Risk Score 2 x 3
Potential Impact
Council unable to
deliver statutory/ Covid
functions effectively to
all vulnerable groups
 Reputational damage
 Loss of income from
income generating
services
 Staff isolation Exposure
to fraud, particularly in
respect of
administration of
emergency
Government financial
support package
 Council is not able to
perform the Test and
Trace , functions and
effectively manage
Local Lockdowns


Risk Owners: CMT

25

Rationale for current score:

20

Risk score is reducing now that the test
and trace is up and running and the
outbreak management plan is in place.
Rationale for target score

15

Unmitigated
Current
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10

Target

5

During a flu pandemic the Council has a
key role to play in ensuring that its
existing and new essential services to
the community are maintained and
adapted as well as assisting with
Government support initiatives.
Current RAG rating

0
Qtr 4 19/20

Qtr 1 20/21

Qtr 2 20/21

Amber

Current Actions (What we are currently doing about the risk)

43

 Continuing to follow the advice of the Government and Public Health England
 Coronavirus (COVID-19 ) CMT Gold Group established which will meet once a week to
consider the potential impacts on staff, service provision and the wider Bracknell Forest
community and coordinate the Council’s response and recovery. Task and Finish Groups
set up to feed into the CMT Gold meeting, and aid effective decision making
 Public Health Team ,and newly established covid-19 policy team monitoring central
government guidance and best practice
 All departments tasked with enacting their Business Continuity Plans and adapting them
to address the risk of COVID-19 where appropriate
 Service areas working with key suppliers ensuring that they have put appropriate
business continuity arrangements in place to avoid/mitigate the risk of disruption to
critical services
 Identifying and working with vulnerable groups/ individuals who may need additional
support during the pandemic response
 Communication with staff now taking place via teams, email and phone with almost all
staff continuing to work from home, weekly CX update, and once weekly member
briefing
 Communication with staff advising them on actions to take if they suspect they have
symptoms, testing, self-isolation and the methods of recording this, so we have an
accurate workforce picture
 Financial reporting changed to enable identification of any Covid-19 related spend, so
that the impact is properly recorded and future claims of financial support from
Government can be substantiated
 IT capacity is under continual review
 All but critical face to face contact is now stopped and measures for face to face contact
have been agreed at SLG including the appropriate PPE for the specific settiings.
 Monitoring and supporting Schools who are operating with Key worker children and
vulnerable Children and working towards re-opening in September
 Staffing matters are being dealt with through an HR Grouping, with daily reporting of
absence
 Community Hub working group co-ordinating community response, particularly for our
most vulnerable residents
 Community information pack delivered to all households
 Significant support for those who have been shielding including welfare calls and visits
and support to meet essential needs
 Shielding now paused but community response service continues for those that are
vulnerable and need support working in partnership with Healthwatch
 Planning for supporting shielded people in a potential second wave
 Draft high-level community impact assessment complete
 Continued participation in the Local Resilience Forum

Further Mitigation (what more should we do to reduce risk to our risk
appetite level) and opportunities
Officer
Target
responsib date
le
Monitor absences arising from suspected cases
CMT /AD’s ongoing
of coronavirus and divert staff to critical services
where required
Regular communications with staff as the
CMT
ongoing
situation develops via various media streams
Follow and adhere to any national guidance
CMT
ongoing
/instruction on Home working, isolation and
other service delivery matters
Community hub response key area of activity to
CMT /AT
ongoing
support vulnerable people and those selfisolating- shielding
Staffing matters under constant review with
CMT/HR
ongoing
requirements to work outside normal contracted
hours and different roles, being considered
through a re-assignment programme
Business and Suppliers support group working
CMT/ SMc ongoing
through business / financial related matters
School Support being co-ordinated through the
CMT/RM
ongoing
Local Authority – enabling consistency of
message
Representation on the LRF (Response and
AH/ SC
ongoing
Recovery) provided on a regular basis
/Emergenc
y Planning
Maintain vigilance for potential fraud risk as a
SLG
Ongoing
result of changes to processes to enable quick
transactions and payments to suppliers and
emergency support to individuals
Working on the basis of national predictions for
CMT/PH
ongoing
Deaths, infection rates and recovery
Established a PPE Cell to run and manage
KW/SK
ongoing
supplies of PPE for the Council and providers
Established Testing team to administer staff
KW/ED
ongoing
testing for covid-19
Established a methodology for Recovery with a
AH/CMT
ongoing
governance group now established, triage
complete and Principles agreed

 Daily contact through Teams, Jabber, phone calls and WhatsApp happening and being
encouraged.
 Detailed verification checks introduced around payment of business support grants
 Changes to contractual arrangements to provide additional financial support to suppliers
include standard anti-fraud clauses, mirroring those adopted by Government
 Wokingham BC internal audit team commissioned to review our approach to
administering the small business grants, recognising the need to ensure adequate,
proportionate anti-fraud measures are being adopted
 Test & Trace Cell is established, and has developed a local Outbreak Plan to respond too
and manage local outbreaks based upon 9 thematic areas, Local Engagement Outbreak
Board Established and meeting in public
 Work on recovery/renewal is underway both at a Bracknell Forest and Berkshire level
with an agreed set of principles and work established on operational and strategic
matters

Data collection on service and community
impact being collected to review for trends and
to contribute to recovery including resident
Covid Impact Survey
Care Home Resilience Plan being developed
across the ICS area
Testing and Trace work being undertaken and
led by Public Health

JT/CMT/A
T

ongoing

SM/TW

Ongoing

TL/CF

Ongoing
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APPENDIX 2
RISK MATRIX
Likelihood:
5 Very High
4 High
3 Significant
2 Low
1 Almost Impossible

5
4
LIKELIHOOD

3
2
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1
1

2

3

IMPACT

4

5

Impact:
5 Catastrophic
4 Critical
3 Major
2 Marginal
1 Negligible
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